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1. Purpose B9

This Information Technology (IT) Policy aims to establish guidelines for the proper use,
management, and security of IT resources within the China Hong Kong Paralympic
Committee Limited (HKPC). The policy ensures the security of computer systems and
data, and to manage IT resources and communication systems, the HKPC shall establish
guidelines and procedures to protect computer files, emails, and any other forms used
for storing, transmitting, and processing information. A& :ARHTEUER 5 &I ETESI,
MZEEA. EENMREFEEEREARZSERLT (Ag) NEARKER. K
BREREMASRNEIEN TS, YEATEEENRRERNBERS AEEHE
fe5IFiERF DRESERMER. ETEHUEBREFR. EmEEE SN EIHMAE
R EERL,

2. Scope #EE

These guidelines and procedures apply to all board members, committee members, Staff
members (including those on short-term contracts and part-time staff), regardless of
their terms of employment, as well as members, athletes, and coaches. who access or
use HKPC's IT resources, including hardware, software, networks, and data. ZA&#g§5|F1f%
FERRASNMEBEESE. ZEGHE. Hﬁﬁ,% (BIEEHEORRMEE), EE&*HTE
Tﬁﬁﬁkﬁnﬁ, MR ERSEBAgGEARNER (BREEMF. B, B8RER)

EEEMEAR.

3. IT Governance & RIFEE

3.1 Roles and Responsibilities & 8 E{T

e Administration Department: {TEIE} T

Responsible for implementing and maintaining IT systems, monitoring
compliance, and addressing IT-related issues. B S BM4EE S AR RS
BEaHRER WEREREMRAAMABRE.

e AllUsers: frEEHRE

Responsible for adhering to this policy and reporting any breaches or security

concerns. BEETABUR, THRETMERTAILTERIE.
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3.2 Approval of IT Resources & i\RHY &RV E

All IT resources, including hardware and software, must be approved by the
Administration Department to ensure compatibility, security, and compliance with HKPC
standards. FRFEEARNER, BIFFEFEMEG, HELSHTBEEMHE DIBRHER
ASBRENREM. REMRER M.

4. Acceptable Use {F A% E

4.1 Email Usage EH{F AFEH

This policy covers appropriate use of any email sent from a HKPC email address and
applies to all Staff members, vendors, and agents operating on behalf of HKPC in order
to prevent tarnishing the public image of HKPC. When email goes out from HKPC, the
general public will tend to view that message as an official policy statement from the
HKPC. ABRMEMEHAS B MU B ENEH 2 BEFEH, TEARAAERERE
FEFENEL. HEFEAAE MUBLEBRERAGNARTER. ASELNEBITERL
PAERERNNBIRER.

The HKPC email system shall not to be used for the creation or distribution of any
disruptive or offensive messages, including offensive comments about race, gender, hair
color, disabilities, age, sexual orientation, pornography, religious beliefs and practice,
political beliefs, or national origin. Staff members who receive any emails with this
content from any HKPC employee should report the matter to their Executive Director
immediately. AEMNEHREAFTHRAENERTTRETEMHIEILHMNAE, &
EHER. MR Ee. Bk, iR MRE. el REEIRERE. BUaBigE
EMNEILRMTR. WETWIEHTAEE TEXNILENAEE, BmETERARR
o
The HKPC email system shall be used for business purpose, Staff memberss are not
encouraged to use the system to send private messages the association reserves the
right to monitor messages whenever deem appropriate upon authorization of Executive

Director. AEHNEBRLEARBHHE ELIFAESEFERAZRSEZERATE.
RNERBAESTHAAIRER IS S ER .

The HKPC webmail system allows Staff memberss to access their email outside office at

internet browser, Staff memberss shall avoid using public computers to access their
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email, the login information shall not be saved at any computers and shall not disclose
to any other parties. AP EEHRAAAFE T BB LB ERERLAEINEN
HEH, ETREREAAHAERMEANAETHHAHTRN EREANESREETTE
fEd, FRAFEBEAEAEMAL.

Contents and traffic of emails are monitored as needed to ensure the proper functioning
of email system without threats from spam or other types of emails of malicious nature.
Access to emails at server level is only restricted to the Administration team members
who possess the administrator right, while access to individuals’ emails would only be
processed under stringent check-and-balance, with proper audit trail logs and regular
reporting to the Executive Director on such activities. Whenever considered necessary,
the Executive Director can trigger surprise checking to access the system and check on
the activity logs. ABREHRGIEFETIERKBLRE G HMESEHNEZ,
EHNRRERREFTEETERE. FARFEANEHSBDERRE EEEERA
T ER R BETT. HEABBNFEEERSNRERS TEST YRETENEST
CHEEHEITBAARRE, ALER TRARTREETREBRENSTER SN
BIRENRC R

4.2 Internet Usage H B43{%

The purpose of this policy is to define standards for systems that monitor and limit web
use from any host within HKPC's network. These standards are designed to ensure Staff
members use the Internet in a safe and responsible manner and ensure that employee
web use can be monitored or researched during an incident. KB B EE &£ B
MRFIK AR GEENE AT EENBEERNTE, SEEESERRETINEEM
BEEMNTAERERE ITRERESHAZESETINAKRERYUEERSRAS.

This policy applies to all end user-initiated communications between HKPC's network,
Internet and WIFI, including web browsing, instant messaging, file transfer, file sharing,
and other standard and proprietary protocols. Server to Server communications, such as
SMTP traffic, backups, automated data transfers or database communications are
excluded from this policy. ABURBARIEHRZHFZENEE BEAZHRAE
RN WIF 2BMAEEZE. RIRFES. XHEH. XHHXZUEAMEENESR
k. [EIRSFEIRIS, 0 SMTPIRE. B0, BHFEEREHIEBEEEE HAEEE
KBREEN .



EHRHY (& B 222355 | FIf2/F Guidelines and Procedures on IT and Information Security

The Administration Department shall monitor Internet use from all computers and
devices connected to the corporate network. For all traffic the monitoring system must
record the source IP Address, the date, the time, the protocol, and the destination site
or server. Where possible, the system should record the User ID of the person or account
initiating the traffic. Administration Department may access all reports and data if
necessary to respond to a security incident. {TEERFIEEAIRFT A E 1R /A SIMELENE
AR ENMEER. SRAERE BERGUARIR P ik, BE. KB, %
&R B EiRes . NROTRE, RGBT HREERENAF 1D, FTEEMEDL
BT RIEMARENER, UORLES=M.

Administration Department shall monitor the Internet websites and protocols that are
deemed inappropriate for the corporate environment of HKPC, the following protocols
and categories of websites should be avoided: {THEFIEEEHAALNBEAENE
IRIERARUL TR, BB R I T R AEuS R

 Adult/Sexually Explicit Material, betting / gambling, advertisements & Pop-Ups B
NelEHE. B, BEEMERED
« Hacking, lllegal Drugs and Intimate Apparel 2% . IEEZFHMANRK

« Peer to Peer File Sharing, Personals and Dating BEBE (H3t= . TAMAE

« SPAM, Phishing and Fraud, Spyware, Tasteless and Offensive Content 3uiKEH. 49
BIVATFERR. Bk, KBFMELEMENE

« Violence, Intolerance and Hate & /1. AAZFIE

The Administration Department shall periodically review and recommend changes to
web and protocol filtering rules. The Executive Director shall review these
recommendations and decide if any changes are to be made. {TEEBFIE EHIRE I

BEREMELANBRAERE. ITESEEETELER TAEESTETTIER.
4.3 Computer Files B 1t

NEVER open any files or macros attached to an email from an unknown, suspicious or
untrustworthy source. Delete these attachments immediately, then "double delete” them
by emptying your Trash. YI03TRKBARHA. RN A TERRNEF A GHR
X, MEIMIBRIBL M ABBIBB=HIRBET EEMBR .
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® Delete spam, chain, and other junk email without forwarding MiIBRIIRERF. $E

B R H AR B, i,

® Never download files from unknown or suspicious sources. Y]] 7 £N5L o] £& 58
TE

® Avoid direct disk sharing with read/write access unless there is absolutely a business
requirementtodoso. MR ERETHERE, UHMERER, BRIFEEXETS

® Always scan media devices including disc and flash drive from an unknown source
for viruses before using it. TEFERAKERMNKFENEERE (BIECHEMESE)
ZHl, BAETRSHEE.

® Back-up critical data and system configurations on a regular basis and store the

datain asafe place. EEEMBIBEIBRNALEE, YiEEEBEHRELSHHA.
® Take special attention to files which contains confidential or sensitive data, the use

of access/read only password according to the need is highly recommended. %557/
AREARENERBBEN XS, REFTEERGE/ RBEBMREERERTY
= 3i 0

5. Security &%

5.1 Data Protection E(i5{F %

HKPC reserves the ownership of files store in devices including website, server and

laptops. REREMB FRERBTOXMNMEE S8, ERaEMECE B,

Staff memberss are not encouraged to copy files away from the office, consent should
be obtained from respective Executive Director for any case of files copying. B T A&

B SO E R BRI A E, TAEEXHNE AR EHEBTEARNERE.
5.2 Server {3k &%

Staff memberss are encouraged to store their working files and data into the server
instead of their personal computer in order to maintain the security and integrity of the
data. B TR TIEXHMEREFREEERST, MIERASE MNEERENZe M
FSEEM,

The share folder deployed at HKPC internal servers shall be owned by respective
department and be responsible for data administration. ZEAR& NER{AfRaS E BRI



EHRHY (& B 222355 | FIf2/F Guidelines and Procedures on IT and Information Security

FXMHREHAMNIIES, TREFIREE.

The access right of the share folder shall be assigned to the respective departmental
Staff memberss, consent of the respective department senior must be obtained if Staff
memberss in other department request to access right other than their own department.
HE MR EEREORAHEBIMPNEL, sEMIMBFIETEKRTEIEEEF
FUtERR, HRERZMFISENRER.

The administration department shall perform periodic backup of the data inside the

server. {TBERPIE E B ERRES N AVEUHE.

6. Software Management Bx{4&EIE

The Policy is to manage its software assets to derive maximum benefit to the
organization and its Staff members and, especially, to ensure that the organization and
its Staff members acquire, reproduce, distribute, transmit, and use computer software in
compliance with international treaty obligations and Hong Kong laws, maintain only
legal software on HKPC computers and computer networks. ARBUR S 7 & 1B A = f98L
HEE BRAREMAXGRAETTERNE HRISHRAASGRHE THE TG
NEFMERLRNIIR TER. B8 08 FRkEASERY T EEAZNE
fE R BEREBE RS IR

All software is protected under Hong Kong copyright laws from the time of its creation.
HKPC has licensed copies of computer software from a variety of publishers to help fulfill
its mission. Unless otherwise provided in the software license, duplication of copyrighted
software, except for backup and archival purposes, is a violation of this Policy. Fr & & {F
BRIEZ BEYREEMELRE AGERFEZRULRFRENSRHGAER UE
BIREGES. RIFRGFATERERE TRHIREOMEEN ERRERERAE
BUR .
Staff members may not knowingly use software for which HKPC lacks the appropriate
license. If parties become aware of the use or distribution of unauthorized software in
this organization, notify the Executive Director. E TA S EFERAS R ESEEZ T
M, IRE THIRAGNEEAR D BERCRENEG, BBEMITBHEER.

Staff members may not loan or give to anyone any software licensed to this organization.
BT ANERASRENEEIERAEAEIEBIEL A,
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The licenses for some of this organization’s software permit Staff members of the
organization to make a copy of the software for home use. The Executive Director may
approve such use by Staff members that can demonstrate a need to conduct the
organization’s business from their homes. Under no circumstances, however, may an
employee use the organization’s software for purposes other than the business of this
organization. NEFRLEIMMFOEAFE IRREBEIARRKEEXH. HITEET

METFEERTREAGXEFNE TREAZEMS. A, £REEAELT BIANES
RERTARAIGEZIMIBE A,

No employee may use or distribute personally-owned software on the organization’s
computers or networks. Such software threatens the integrity and security of the
organization’s computers and networks. {Efi] B T A SAE AR ERETABLE EFE A
DEEAEENHG . WERGEREEAGERMBENTELRL 2T,

A variety of software is available on the Internet. Some of this software, called "freeware”
or "shareware," Is available free of charge for limited use and may be downloaded to
your computer with the prior written approval of your Executive Director. Other software
available on the Internet and from other electronic sources, however, requires the user
to obtain a license for its use, sometimes for a fee. No employee shall download such
software to his or her computer without the prior written approval of the respective
department senior. 484& BB EEHRNENM. FEREREA [REEM] 3 [H£ZH
%], TUREFRY TAEESTEAREEIER THRIEMNER L. A, KBE

ZI%JH{J@ EFRIENHMEG, AIFEAFESFERIURE ARERGE. EITE

SERESHBEBAPTRARZEEAENERLT, THHEXAHZBCHER.

If there is any an uncertainty or enquiry about the nature of the software, please contact
the Administration department for further assistance. M52 ¥8% {4 E B {H{a & R 5
=, BEERTBEEFINIESE—LHE.

7. Hardware Management #E{4E 18

Hardware refers to IT equipment including computers, monitors, printers and laptops.

WHREEAER. Brs. TEEMECHERENN IT M.

Staff members should be using the equipment with good care, contact the

Administration department if there is any defect or malfunction is found. 8§ TfEZE{F
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R, MBREMRERET, BEETBEM.

Several types of equipment is available for loan from Administration department, Staff
members are reminded to clear any data on devices inside on loan equipment especially
USB flash drives and laptop before returning, Administration department shall clear all
the data inside the devices without prior notification. {TEERFIIREEZiERBEEH, B
HERRERRER, BRIEBENNABAER 52 USB Bﬁ%ﬁ%*ﬂé%ﬁ;ﬂ*ﬂﬁ

EﬁI*BF‘EJHTT%f'E BRI A AT B B

A

Procurement ¥%EE

The cost incurred for the procurement of IT-related equipment shall be borne by the
respective departments; it is strongly recommended that departments should include
the consideration of related cost in their own budget. IT 1HEIEX AR EEE A HRERE
FIKIE, BIERNMIEESTEERERERE.

Staff shall send the requests for software and hardware to their respective department

senior, where department Senior shall certify the request together with the budget

details and send to the Administration department for procurement process. & T &%

BAMEHRREXGCENMSE MPASEREET RILEM LTEEFE RERHEE
EETEERFTETIRERE.

For non-budgeted items, Staff member shall send the request to their respective
department senior where department senior shall send the request together with the
reason for the procurement to the Administration department, the Administration
department shall justify the request and seek approval from the Executive Director (with
reference to the procurement policy) to make the procurement. ¥3/A3EFEEIERH, ET
ﬁEH%EEX?;}%L,nH*KFEJmJ@ nBFEJm@ﬁéﬂﬁaﬁz‘?&ﬁéﬂ%ﬂm—Iﬂﬁéi‘%é"ﬁ)‘c%ﬁﬁ T
MFITEHBRETESEMETZ, URBERBECRETEEES R EETRE.

7.2 Maintenance 434

The Administration department shall be responsible for all the installation and
maintenance of related equipment and software. {TEERFI & & AT B HEREEEH
LHRAEE .

The Administration department shall store in a secure, central location all original

software licenses, disks, CD-ROMs, and documentation upon receipt of all new software,
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including copies of completed registration cards. TEERFIEE RS E R {LLE FEFT
AHE N RGBS E. . CD-ROM FIXHE, BIFEZMNGIM-FRIA,

No employee shall install or distribute software for which this organization lacks the

appropriate license. {H{f] B T ABR &N D EARAEAITEBERENRMG.

No employee shall install any software upgrade on a computer that does not already
have resident on it the original version of the software. {£{8] 8 T NS 7E K L5 7 ARER
BB L2 E TR AR,

The Administration department shall destroy all copies of software that is obsolete or for
which the organization lacks the appropriate license. Alternatively, the Administration

department may obtain the license(s) necessary to maintain unauthorized software on
organization computers. {TBUEBFIEEEER T B BRI AA B AR A B E B4R
K, HE, TEEFITTERSENEE, DUEEAMEIE CERRSRENERMG.

The Administration department is responsible for establishing and maintain a

recordkeeping system for software licenses, hardware, original CD-ROMSs and diskettes,

user information, and review information. Maintain this information in a secure, central

location. {TEERFI& BRI MAERE(HXIE. I JR95 CD-ROM M#EE. MF{ER
BEEERNTHRESR, TRHEERERRENERNE.

8. Clean Desk Policy /&R S HE%K

The purpose for this policy is to establish a culture of security and trust for all Staff
members at HKPC. An effective clean desk / clean screen effort involving the
participation and support of all HKPC Staff members can greatly protect paper and
electronic documents that contain sensitive information about our clients, customers and
vendors. All Staff members should familiarize themselves with the guidelines of this
policy. ABURMNEMNER TEAEMBEIHEY —RBLEMEENXH. —EHX
WEERE/FIEREER, SEMAEEINSHENTE TURECESHRMEF. B
EMNEEHSREENRATNE T XM, rf B TRAEABRNIES].

The following are suggested actions that can be taken to enhance the execution of this

policy: X TRIURERAEZEER, MIERBERAHIT

® Allocate time in your calendar to clear away your paperwork. 7Z£ B3k P BehF G
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IR,

® Always clear your workspace before leaving for longer periods of time. BER T {E35
FrEcRISREIRT, B FIE TIEESL,

® |f you are unsure of whether a duplicate piece of sensitive documentation should

be kept - it will probably be better to place it in the shredded bin. RAEEEGTE
REFRXHRIAR, SFFERNETEREF.

® Consider scanning paper items and filing them electronically on your workstation.
FRBEAN R E TEEPEFFE.

® |ock your portable computing devices when you are away from them Treat mass
storage devices such as CDROM, DVD or USB drives as sensitive and secure them
in alocked drawer BEFIERENGTERER, HUEHEER. & CD-ROM. DVD =
USB EEEIs TR R EFRREGABRER, IHERFELEHNMES.

® \When printing, clear sensitive and confidential information from printers
immediately. ¥TENRF, <ZRIEBRITENHE R NOBURFIEEE L.

® | ock your desk and filing cabinets at the end of the day. THIR%, $HIFHEMNEFH
SAHHE

® Angle your computer screen as far as possible so that unauthorized persons cannot
read it. BN ERFRRAERE, ERERENAEBELEE.

® Activate the Windows Security Lock when there is no activity for a short pre-
determined period of time. ZEMEAB)—RTEE ERFEBRE Windows 248,
Ensure that reactivation is password dependent. FE{R EFTEI EERIEERE,
Users should log off their PCs when they leave the office at the day end. ET#H T
YIRS B

9. Training and Awareness 3%/l B & 33

HKPC will provide regular training sessions to ensure all users understand IT security best
practices and their responsibilities under this policy. A& A% EH IR HIZIIEERE, IUFER
FREARTBREN IT REEBRKHEEABEE THERE.

10. Policy Review BURIfES

This policy will be reviewed annually by the IT Department to ensure it remains effective
and relevant to HKPC's operational needs. ARBURAFH 1T SBPIFEMmT—K, MER
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HEAGNESHRREFEEMBR M.

11. Discipline 42
® Prohibition of illegal activities: 2% FJE/AEH:
> Unauthorized access to computer data; K &I R st EHEIS,
> Use of computers with criminal or dishonest intent; USRS AR E = [E E
FETEH#,
» Criminal damage, such as tampering with web pages or spreading computer
viruses; IR, FIANE A RN BIEEHRS,
» Unauthorized use of network resources; & IXMEFEFHABLEER,
> Hacking, stealing, or misusing others' accounts and passwords; and B& K
AR A ARRE X 215,
Disclosing another person's account or password without proper justification.
AEEEEHBEEMARRS HE.
® Accessing or downloading pornographic material is prohibited. 2% | Z5[ 8 N E
gk -
® Creating, accessing, downloading, or forwarding abusive, unethical,
discriminatory, or offensive material, or making vulgar statements, suggestions, or
comments that could embarrass or insult members of HKPC or any third party, is
strictly prohibited. BZZERNEE ~ B[ - Tk ~ BEEEENME - AERE - BRMeiE U
MER > BEER AR A G BB E =T REE NSRS Sim - B
SETA ©
® HKPC resources and work time are reserved for official operations. Activities such
as using chat rooms, playing games, or engaging in similar conduct that wastes time
and resources, as well as visiting websites for non-business purposes, are prohibited
to avoid congestion of internal networks. A& & B TIERFEERKRE ARIE.
TaNfE IR =, A I E R &R ERVEEUESE), WEEEERIIE
%ﬂ‘%%i@ﬁ’\]%ﬁ]uﬁ, It 6 N ER AR R EE .
® Spreading computer viruses or other programs that interfere with or damage
system functionality, whether on the network or others’ computers, is prohibited.
Z BT ERRS I M TENBERSANENEF, EREEAGRKER
HMANTE# L.

® The use of peer-to-peer (P2P) software for sharing and downloading files is
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discouraged. AEXENF FABLEEL (P2P) EXFRILZFTEH XM

® External storage media (e.g., USB drives) and files of unknown origin must not be
used unless they have been scanned for and cleared of computer viruses and
malicious programs. BrIFEKHH BRI ERRSNEREF, BRIASEEH
SMERFEEMNE (5190 USB BEER) FN3K BARMIIRAI M.

® No software or programs should be downloaded or executed from the Internet
without prior approval from the responsible authority. 54 & B 48 T &= #1TE
Tt SiERrF, RIFFTESREMFINALE.,

® Uploading any information related to HKPC to external websites without proper
authorization is prohibited. 2 b R&RHERF TR A HBANER - EEIMNDE
o

12. Copyright Ax#E

Only software that complies with the relevant software licensing agreements is permitted
to be installed on office equipment. 1% 7FFFF & 48 BBE 51 o) R AV ER R B A
=L

13. Contact Information Ei4&{= 5

The organization is committed to communicating this Policy with its Staff members. The

organization will: ZAHEBENREE THEZIER., #iglke!

® Distribute the Policy as part of the induction materials to all Staff members. AFILE
RIVERFTA B TNBEMEIRN—EB 0 B

® Require new and existing Staff members whose responsibilities include the
installation, maintenance, or oversight of information technology systems to
acknowledge and sign the Software Policy Statement. BRE &R, HEJEE
EREMFEZNFTEIMRA B TRBYHXZUGBRER.

® Circulate reminders of the Policy on a regular basis (at least annually) or remind
Staff members of the Policy in other ways (at least annually), for example, through
notices or email. EH (EMDHFF—RK) EEBERIRE, spRBHMT (Hlmd
M E ) RESTIBUR.

® [nform Staff members where they can get additional information on the Policy and
software theft prevention. %018 T o] A MR EEN A B BUR MEX 1+ K B TEP IV E
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ZER.

If you have any questions concerning this Policy or your obligations under it, you may
direst them to Administration department. ¥ L BURESBEE TN EHEE EILER,
s fTBERFIERE



